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Anamnese - Kurze Bestandesaufnahme

Security Operations Center (SOC) ?

Security Information & Event Management (SIEM) ?
Endpoint Detection & Response (EDR) ?
eXtended Detection & Response (XDR) ?

IIIIIII

I
K & & &

Wer fuhlt sich aktuell gut und sicher ?
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Silos sind der Fluch der Security Operations

Verteidiger haben Miihe, sie Angreifer bewegen sich schnell...........y
Uber Silos hinweg zu durch das Unternehmen
verfolgen
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‘ Die Integration dieser Silos ist eine Herausforderung _
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MAPPING HERAUSFORDERUNG UNTERSCHIEDLICHE ANSATZE & EIGENHEITEN
Unterschiedliche Identifiers XX
» Network IP address » Device ID Identity <€ > Endpoint
* Computer Name * Email <€ >
* Documents * Etc. £
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Die Integration dieser Silos ist eine Herausforderung

Erfordert einen enormen Aufwand fiir die Integration ...und bei jeder Anpassung beginnt es wieder von vorne

Harmonize anglyst experience Analyst Workflow/Portal Experience
Across portals and interfaces
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Security Operations

Microsoft Reference Architecture
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Align to Mission + Continuously Improve

Broad Enterprise View Responsiveness - Mean Time to Acknowledge (MTTA) a9
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Microsoft Threat Intelligence
8+ Trillion signals per day of security

context & Human Expertise

APl integration

SOAR reduces analyst effort/time
per incident, increasing overall

SOC capacity

Microsoft Defender - Extended Detection and Response (XDR)
Microsoft 365 Defender

Deep Insights

Actionable alerts from Security & Network
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Automatisierung und Austausch Uiber die ganze Plattform innert kiirzester Zeit
Bei einem (Ransomware-)Angriff zéhlt jede Sekunde!
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Microsoft Defender - Extended Detection and Response (XDR)
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Align to Mission + Continuously Improve
Responsiveness - Mean Time to Acknowledge (MTTA)
Effectiveness- Mean Time to Remediate (MTTR)

Analysts
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Managed Detection and Response
Using Microsoft Security
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damit lhre bestehenden Investitionen in Microsoft-Technologien mehr bewirken kénnen
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Microsoft Defender - Extended Detection and Response (XDR)
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Ontinue — Prozesse

der Mehrwert gut definierter Prozesse — Hand-in-Hand und zugeschnitten

Prevent

* Prioritize and advise on changes for:
* Patching
* Konigurationen

* Prozesse

Assess

* Your environment
* Vulnerabilities

» Secure Score

* Incident history

* Threat hunt

Cyber Advisors

Proactive
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Detect

+ Detect/investigate/triage
* Adopt Microsoft alerts, signals
* Curate threat intel feeds

Reactive

Respond

* Prioritize incidents
* Prioritize responses
* Collaborate

 Remediate

Cyber Defenders




Ontinue — Team

die Leute machens aus

Ontinue teams that support
security operations with intelligence,
automation, and engineering
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Data Science Team Automation Team

Detection Engineering

Threat Intel Team
Team

Ontinue teams responsible for
day-to-day security operations
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Your Team

ION Cyber Defense Center

Cyber Advisors Cyber Defenders

Threat

Hunters Vulnerability Analysts



Security ist ein Teamsport

Zusammen sind wir stark und effizient

EEE Your organization Ontinue

§ Technology

QD Process
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Urs Achermann
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